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PROFILE SUMMARY 

 
Highly skilled cybersecurity professional with expertise in penetration testing, CTF development, and security 
operations. demonstrating strong leadership and entrepreneurial skills. Proficient in various cybersecurity tools 
and techniques, with a track record of developing innovative security solutions and platforms. 

 
EDUCATION 
 
Bachelor’s Degree in Cyber Security Oct 2021 - Feb 2025 
 
Amman Arab University Grade: 3.72 Excellent.  See Credential ➔  

 
 
PROFESSIONAL CERTIFICATE 

 
❖ CompTIA PenTest+ ce     See Credential ➔  
❖ Microsoft Certified Security, Compliance, and Identity (SC-900)  See Credential ➔ 
❖ eJPTv2 (eLearnSecurity Junior Penetration Tester)  See Credential ➔ 
❖ Penetration Testing Practitioner (JODDB)  See Credential ➔ 
❖ Google Cybersecurity Professional  See Credential ➔ 
❖ Microsoft Certified Cybersecurity-Architect (SC-100) Soon 
❖ Certified AppSec Pentesting eXpert (CAPenX) Soon 

 
PROFESSIONAL EXPERIENCE 

 
 
Royal Jordanian Airlines – Senior Information Security Analyst  Jul 2025 - Present 
 

• Security Operations: Experience in managing security operations centers (SOCs) and incident 
response teams, as well as familiarity with security information and event management (SIEM) 
technologies. 
  

• Cloud Security: Knowledge of securing cloud environments, including Microsoft Azure, Familiarity with 
cloud security tools such as, MDE, XDR. 
 

• Threat and Vulnerability Management: Ability to identify and assess threats and vulnerabilities and 
implement appropriate controls to mitigate them. Familiarity with security testing tools such as 
vulnerability scanners, penetration testing, and security audits. 
 

• Incident Response: Understanding of incident response processes and procedures, including incident 
identification, containment, eradication, and recovery. 
 

• Compliance: Knowledge of regulatory compliance requirements, such as GDPR, and PCI DSS. 
 

• Privileged Access Management: Implementing Privileged access management solutions with full 
customization and integration with different platforms. 

 
• Brand protection: deploy, configure and manage brand protection technology that include deep/dark 

web monitoring, supply chain monitoring, public facing assets, vulnerability scan and security posturing. 
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Capital Bank of Jordan – Intern Penetration Testing / Security Operations Mar 2024 - Jun 2024 
 

• Security Assessment: Conducted penetration tests on banking systems and applications to identify 
vulnerabilities and security weaknesses. 

• Reporting: Prepared detailed reports on findings and recommended security improvements to enhance 
the bank’s overall security posture. See Credential ➔ 

 
Green Circle for Cyber Security – Intern Cybersecurity Technician Feb 2024- Jun 2024 

 

• Technical Support: Provided technical assistance in implementing and maintaining cybersecurity 
solutions.  

• Security Analysis: Assisted in analyzing security incidents and contributed to the development of 
mitigation strategies.  See Credential ➔ 
 

 
Amman Arab University – Volunteer President of the IT-Club-Cybersecurity Oct 2021 - Feb 2025 
 

• Penetration Testing Lab Developer. 

• Reverse Engineering Lab Developer. 

• CTF Developer. 

• Call Center Management. 
 

Hult Prize Amman Arab University – Volunteer Vice Campus Director Sep 2023 - Feb 2024 
 

• Event Management. 

• Front End Developer. 
 

IEEE Amman Arab University – Volunteer Public Relations / IT Team Leader Jun 2024 - Nov 2024 
 

• Event Management. 

• Front End Developer. 
 

CompTIA – Freelance Authorized Partner in Jordan and Global Mar 2024 - Present 
 

• Partnership with Amman Arab University 

• Partnership with Jordan University of Science and Technology. 

• Partnership with Applied Science Private University. 

• Partnership with Philadelphia University. 
 

CyberAliens – Freelance Penetration Testing / Security Engineer Nov 2023 - Feb 2025 

 

• Leadership: Spearhead the strategic direction and growth of a cybersecurity company specializing in 

CTF competitions, e-learning systems, and security services. 

• Platform Development: Led the development of CyberAliens Website, a comprehensive platform for 

hosting CTF competitions and providing cybersecurity services.  

• Innovation: Initiated and oversaw the creation of CyberAliens Pentest-Lab v2, enhancing the company’s 

capabilities in penetration testing and web application security. 
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TECHNICAL SKILLS 

 
▪ Security Tools: Penetration Testing tools, Vulnerability scanners like VDRs, Network analysis tools. 

 
▪ Coding: Python, Bash scripting, C++, Web development (HTML, CSS, JavaScript), Game Engines 

(Godot & Unity). 
 

▪ Specialties: Web Application Security, Network Security, CTF Development, OSINT, Cryptanalysis, 
Malware Analysis, Reverse Engineering, Dark and Deep Web Monitoring, Security Solutions 
Administrative.  

 
▪ Platforms: Linux, Windows, Cloud environments (Hostinger VPS, Azure, AWS). 

 

▪ Security Platforms: Microsoft Defender XDR and EDR, Teagis MDR, XDR, IDR, NDR and EDR 
Tenant Administration, Sophos EDR Administration, Cisco Due Security Administration, F5 Distributed 
Cloud WAF Administration, Brand Protection Platforms Administration, Log Forwarders, PAM 
Administration, Splunk Administration. 

 

 
PROJECTS 

 
❖ CyberAliens Website - Front End Web Development / Hosting                                                  Mar 2023 

 
This cybersecurity establishment provides hosting services for CTF competitions, an e-learning system, 
and different security services. 
 

❖ CyberAliens CTF Platform - Front End Web Development / Hosting                                           Aug 2023 
 

A global platform where cybersecurity students can learn, practice and get ranked according to their skills 
through CTF. 
                                    

❖ AstroCrypto - Python                                                                                                                      Jul 2023 
 

A powerful and versatile tool designed to assist you in both cracking hashed passwords and identifying 
the hash type used to secure them. This tool provides an all-in-one solution for security professionals 
and system administrators to manage password-related challenges effectively. 

 
❖ Devastorix - Python                                                                                                                        Dec 2023 

 
A Python Script Designed to Automate the Process of Sending Messages Using the Pyautogui Library. 
The Script Provides a Graphical User Interface (GUI) Built with Tkinter, Allowing Users to Easily Configure 
and Initiate the Message-Sending Process. 
 

❖ AAU-Hult Prize Portfolio & Registration Form - Front End Web Development / Hosting            Oct 2023 

 
A Website talk about Hult Prize at Amman Arab University. 
 

❖ Flüsterfuchs - Python / Windows API                                                                                             Dec 2023 

 
A cyberweapon (Malware) keylogger implemented in Python for educational purposes. It captures 
keyboard input and associates it with the foreground process (Active Window). The graphical user 
interface (GUI) is built using the Tkinter library for ease of use. 
 

❖ $V3N0M-Virus - Python                                                                                                                  Jan 2023 

 
This Malware s Done by Using 3 Programming Languages. The Core Language of The Virus Is Python 

https://cyberalien.net/
https://ctf.cyberalien.net/
https://github.com/Wadee-Haddad/AstroCrypto
https://github.com/Wadee-Haddad/Devastorix
https://hult.cyberalien.net/hult/
https://github.com/Wadee-Haddad/Flusterfuchs
https://www.youtube.com/watch?v=pmH7elMmJ2M


and I Also Used VBScript and CMD-Power-Shell, This Is a Duplicate Virus and It Deletes the Whole Boot 
Sector by Changing the Physical Drive Value into A 0 So There Will Never Be Windows Bye Windows ;). 
 

❖ IEEE-AAU Website - Front End Web Development / Hosting                                                        Aug 2024 

 
A Website about IEEE Amman Arab University-Branch. 
 

❖ Whisperbot Website - Front End Web Development / Hosting                                                     Feb 2025 
 

A Website about Whisper Discord Music Bot. 
 

❖ Recruiters JO Website - Front End Web Development / Hosting                                                  Jan 2025 
 

A Website about Recruiters JO Company.  
 

❖ Zingo Bank - Figma, UI/UX, Mobile Application                                                                              Apr 2025 
 
An UI / UX for Mobile application using Figma. 
 

HONORS & AWARDS 

 

 Certificate of Appreciation first place in Amman Arab University (CyberTalents) 

 Tryhackme Top 1 Rank 

 Coordinating and Managing Aliens-CTFv1, AAU-CTFv1, v2, v3 Events 

 CTF System Administrator LesCTF, TuxCTFv2 

 Certificate of Achievement ICPC 2022, VishwaCTF 2022-2023 

 Certificate of Achievement NCSC Advance Training, Nasa Space Apps Challenge 2024 

 Trainer of the Teams that got First and Second place at SHEHacks 2024 

 Multiple Training Certificates  See Credentials ➔  
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